Remote Engineering and Operations (Carbon Copy)

Objectives

Upon completing these exercises, you will have an understanding of Remote Engineering
and Operations behavior and will be able to

e Configure Windows NT Security for the GUS Server and GUS Client.
e Configure Carbon Copy 32 software in the GUS Server (the Host’'s computer).

» Install and configure Carbon Copy 32 Full Package software in the GUS Client (the
Guest's computer).

e Operate Carbon Copy in a Remote Diagnostic (TAC) exercise and use its features.

Prerequisites

* Your partition sheet
* A TPS GUS configured as part of a TPS domain and an APP Node
* Honeywell TPS System Software CD-ROM

Introduction

In this course, computer pairs are assigned to two students. The computers have been
configured with one as a GUS Workstation and the other as an APP Node. The Carbon Copy
32 GUS Server (Host's computer) component has already been installed with the installation
of the Base GUS Software on the GUS Workstation.

e You will configure the GUS workstation as a GUS Server (Host's computer) by
setting up Windows NT security and the Carbon Copy Host software so a Carbon
Copy guest will have limited access to the server.

e You will install Carbon Copy 32 Full-Featured software on the APP Node so it will
operate as a GUS Client (Guest’'s computer).

e You will then use the GUS Client to connect to the GUS Server and operate a
Carbon Copy 32 link as a Guest and exercise its features.

Estimated Time to Complete: 1.25 hours

Procedures

Perform the following procedures on the GUS Workstation and APP Node.
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Remote Engineering and Operations

Configure a GUS Server

In this exercise, you will configure the GUS Server (GUS Workstation).

Setup the GUS Server (Host’s) Windows NT Configuration

The Carbon Copy 32 Host (GUS Server) uses Windows NT security to authenticate a login
from a Carbon Copy 32 Guest (the GUS Client).

New GUS Server user accounts can be created in the User Manager or one of the standard
TPS user accounts (such as an Operator or Engineer account) can be used. For a lab
example, we will configure an account for use in the Honeywell TAC scenario.

v | Step Action

Create a Remote Diagnostics Group and a Honeywell TAC User

Login to your GUS workstation as Administrator

Start User Manager and Select the User>New Local Group menu.

1

2

3 | Create the following local group: Remote Diagnostics

4 | Enter the following description: For access by the Carbon Copy 32 Guest

The New Local Group dialog should look like this illustration.

Mew Local Group |
Group Marne: IHethe Diagnostics
Drescription: IFDr access by the Carbon Copy 32 Guest| Cancel |

Show Full Names | ﬂl

tembers:

Add...

Hemave |

5 | Click the OK button to close the New Local Group dialog.
6 | Create the following Local User: TAC
7 | Enter the Full Name: Technical Assistance Center
8 | Enter a clear Description: For Carbon Copy access by the remote user
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Remote Engineering and Operations

v | Step Action

9 | Enter and confirm a Password for the TAC person to use (it is case-sensitive).

Write your TAC password here for convenience:

Leave all checkboxes unchecked except the following:
Check the User Cannot Change Password box.
Check the Password Never Expires box.

The New User dialog should look like this illustration.

Newlsor |

Uzernarne: IT-"i"-E

il

Full Marme: ITechnicaI Agziztance Center Cancel
Dezcription: |F|:|r Carbon Copy access by the remate ugzer Help
Paszword: I’“"“"“‘

Confim

Pazzword: I

[T User Must Change Password at Mext Logon
¥ Uzer Canmat Change Pazsword

¥ Password Mever Expires
[ Account Dizabled

e | & | =

Groupz Profile Djalir

Configure Group Membership

This procedure removes a group containing “Users” from membership and adds the new
Remote Diagnostics group.

Other groups not listed in these illustrations may have already been configured—leave them
as they were configured. At this time, we are concerned with only the membership of the
Users group and the Remote Diagnostics group.

v | Step Action

1 | Click the Groups button.

Result: The Group Membership dialog opens. Go on to the next task.

2 | Inthe Group Membership dialog, check to see if Users is in the Member of
list. If so, remove it by double-clicking it.
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v | Step Action

3 | Find the Remote Diagnostics group in the Not Member of list and double-
click it.

Result: Remote Diagnostics moves to the Member of list. The Group
Membership dialog should look like this illustration.

Group Memberzhips

zer:  TAC [Technical Azsistance Center]

dild].

Cancel
Help
tember of; Mot member of;
i—‘ Femate Diagnostics Backup Operators ﬂ
: Fower Uzers
: : R eplicatar
|lzers

4 | Click the OK button to close the Group Memberships dialog.

Result: The New User dialog remains.

5 | Click the OK button.

Result: the New User dialog closes and the User Manager dialog remains. The
User Manager dialog now contains a TAC user and a Remote Diagnostics
group as shown below.

i Uzer Manager

Ugzer Policiez Option:  Help

Username Full Name Description
£ Administrator Builtin account for adminis
€ Guest Built-in account for guest
£ TAC Technical Assistance CenFor Carbon Copy acces

L
Groups Description \

& Administrators hembers can fully administer the computer/domain
i Backup Operatars hMembers can bypass file security to back up files

B Guests IUsers granted guest access to the computer/damain
i Power |sers hembers can share directaries and printers
For access by the Carbon Copy 32 Guest

fE: Feplicatar Suppaorts file replication in & domain
B zers Ordinary users

6 | Go on to the next task.
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Remote Engineering and Operations

Configure

GUS Server User Rights Policy

This procedure configures the “rights of” the members of our Remote Diagnostics group to
log on locally to this particular GUS workstation. At present, we have configured only a
Honeywell TAC user as a member of this group. At your site, you could make other groups
(examples: Remote Maintenance, Remote Engineers, and Remote Operators), then give
those groups the “rights” you want them to have.

Notice the User Manager dialog is still open when you start this procedure.

v | Step Action
1 | Select the Policies> User Rights menu.
Result: The User Rights Policy dialog opens.
From the Right pop-down list, select Log on Locally.
Result: The dialog box looks something like this. Note the computer name of
your GUS Server (your GUS workstation) is at the top.
User Rights Policy |
Computer:  GUS1
Right: IL::ug o locally J Cancel |
Grant Tax Help |
Adririgtrators
Backup Operators
Evernone |
Guests
B
Fower Uzerz J ﬂl
[~ Show Advanced User Rights
2

Click the Add button. Result: The Add Users and Groups dialog opens.

3 | From the List Names From pop-down menu at the top of the dialog, select the
computer name of the GUS Server (it is GUS1 in this example).
Add Users and Groups |
Lizt Mames From: I WWEUST j
Hames:
@Ever}lune Al Uzers ;I
E.,,- HETWIORE. |dzers acceszsing thiz object remaotely
F'u:uwer Llsers kembers can share direu:tu:uries ar‘u:l print
i For
r_'F Heplicatnr Suppu:urts flle repllcatlun i & du:umaln [
BBl zers Ordinary users =
4

In the Names list, select the Remote Diagnostics group.
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Remote Engineering and Operations

v | Step Action
5 | Click the Add button.
Result: The Remote Diagnostics group is now listed as shown at the bottom
of this graphic.
Add Uszers and Groups |
List Mames From: I el 551 j
Hames:
Everyone &l Uszers ;I
Auests I1zers granted guest access to the conp
ﬁ INTERACTWE Izers accessing this object locally
E;,- HETWIORE. I1zers accessing thiz object remately
Power Users tembers can share directanies and print
Hemote Diagnostics For access by the Carbon Copy 32 Guel
R eplicatar Suppartz file replication in a damain
|1zers Ordinarny users -
docld Show Uzers fEembers... Search... |
Add Mames:
GUS1Remote Diagnostics ;I
| F, I Cancel Help
6 | Click the OK button to close the Add Users and Groups dialog.
RESULT: The User Rights Policy dialog is shown again.
7 | Verify that the Remote Diagnostics group is now listed.
8 | Click the OK button to close the User Rights Policy dialog.
9 | Close the User Manager.
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Remote Engineering and Operations

Verify Honeywell Configuration Starts the GUS as a Service

Here we verify that your Carbon Copy 32 software has been set to startup as a service.

v

Step

Action

1

From the Start>Programs>Honeywell TPS>Configuration Utility menu,
open the Configuration Utility.

Result: The Configuration Utility window opens.

From the Configure menu, select Devices/Services.

Result: The Devices/Services dialog opens.

See if Carbon Copy is checked in the Additional Software Services area.
If checked, click Cancel, exit Configuration Utility, and go on to the next task.
If not checked, continue to Step 4.

Devices/Services |

Devices and Services |

Pleem
: _ Ty

b

— Additional Software Services
[T} LEH Eile Service [v File Transfer

¥ BGS_SDService

— Optional Hardware Devices
™| Bl Touch Sereem Diver ™| rtegrated Fepboard Diiver

Ok I Cancel | Apply Help

Check the box as shown in the illustration above, then click OK and exit the
Configuration Utility.

Shutdown and Restart your computer.

Logon as Administrator.

Reload the Native Window with the GUS personality.
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Remote Engineering and Operations

Setup Carbon Copy 32 for Use on the GUS Server (Host)

Carbon Copy has several features that can be set or restricted depending upon the way it will
be used. The settings you will put in place here are intended to satisfy the requirements of
this course and may be different in “real world” situations.

v | Step Action

1 | Start Carbon Copy from the Start>Programs>Carbon Copy32>Carbon Copy
32 menu.

Result: The Carbon Copy control window (similar to that shown below) opens.

2 | Select Options—>Security.

3 | Select the Logins tab.

4 | Select Require Logins, then select Use Native NT Security and click on OK.

5 | Click the User Profiles tab at the bottom of the window.

Result: The User Profiles page shows all the Groups and Users configured on
this GUS.

6 | Right-click on the “Remote Diagnostics” icon, then select Allow Connections.
Result: The red “Don't” circle and slash is removed so “Remote Diagnostics” is
enabled, and the “TAC” (single user) icon is shown enabled.

20 Carbon Copy 32 - Waiting for Call
File Edt “ew Connections Uhlitiez Optionz  Help
i = =11
2 2o & || OF
| Scheduler Gantral Tirarisfer: hrat Frirt: Ciphoard
0 | = ) L1} 8- -
96 |Bho|dce| | Fa o2
Security | RC Options | FToptions | | Lo | Small
|Jzer Manager Default Adrministratars Backup Guests Power Users
Operators
(.
Welete
Fiename Users Adminigtrator TAC
Allow Connections
Froperties
Phone Bnukl User Prufilesl Stalusl
Ready 328PM 2
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Remote Engineering and Operations

Step

Action

In the steps to follow, you will confirm and change certain settings under the
Options menu.

2n Carbon Copy 32 - Waiting for Call [_ [O] =]
File Edt “iew Connections Utilities

LComrmunications. .. (] =N o,
| Bemote Contral... rafat it ik

File Tranzfer...

o | B i
? %’ EEE @ Woice Chat...

Camms Security | RC Oplions | FT Option Remate Erinting..
Scheduler...

g& v Minimize on Use @ @

- Digplay AutoFilot L
|Jzer Manager Ciefault Adminiztr ISpLEL) AT [uests

v Dizplay Status

@ @

Remate Replicator Jzers Adminiztrator TAC
Dliagrostics

|»

Fower Uszers

Phone Bnnkl User Pruiilesl Statusl

Setup Options>Communications

1

Select Options > Communications.

Result: A Communications Properties dialog box appears (see next step).
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Remote Engineering and Operations

v | Step Action

2 | Click the Wait for Call tab and set or clear the following checkmarks.
Notice the GUS Server will wait for call on startup and minimize the Carbon
Copy window when the GUS Server is waiting for a call.

Communication Properties
Waik for Call | Blowsel Eonnectionsl Workstationl
Select the connection tppes to use while waiting for a call
W™ TERAR Network
—For TCP/IP, zelect the method(s) by which this system can be located
¥ Local Network Broadcasts
I Use the Intemet
Irterret Locaton Semers
Add
Hemowve |
- Options
v wiait for Call on Startup
¥ Mirimize on wait for Call
ak I Cancel | Lol | Help |
bmp)

3 | Click the Browse tab and view the options. Make sure that TCP/IP Network
and Local Network Broadcasts are checked and that Browse on Startup is
unchecked.

‘whait for Call - Browse | Connectionsl Workstationl
Select the connection types to use to while browszing on a netwark,
VI TCPAP Network
— Select the method(s] to uze when locating other spstems [TCR/P)
¥ Local Metweork Broadcasts
- Use the Internet
|rtertet Losatan Semwers
Add
Eemave |
— Optiar
™ Browse on Startup
Browse Workstation Mames of Type:
k. I Cancel Al Help
(ccoptn04.bmp)
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Remote Engineering and Operations

Step Action
4 | Click the Connections tab. The TCP/IP Network is the protocol we are using.
W ait far Ealll Browse Connections |W0lkstati0n|
The follawing connection types are available
[ TCPAP Network
Install Modem... | Broperties... |
— Dezcription
ok I Cancel | Apaly | Help |
(ccoptn05.bmp)
5 | Click the Workstation tab and verify YOUR workstation name is correct.
Uncheck Publish Workstation Name.
The Connect Timeout is immaterial.
Communication Properties
Wait for Ea\l' Blowsel Corinections  orkstation |
|dentific-ation
‘workstation Mame
IGUS1
™ Publish ‘Workstation Mame
Option;
(Ennnectﬁmenut [zec]: |145 _lj
oK I Cancel | Lpply | Help |
(commo1.bmp)
6

Click the OK button to close the Communication Properties dialog box.

Setup Options>Security

1

next step).

From the Options menu, select Security. Result: a dialog box appears (see
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Remote Engineering and Operations

Step

Action

Click the Global tab.

Enter a simple password like “1111” in the Security Password box.

Write your Security Password here for your convenience:

Set or clear the following checkmarks.

Be prepared to enter the Security Password when viewing or changing

Security options in the future.

Security Options
Gilabal | Sessionl Eonnectionsl Loginsl Enc:r_l,lptionl

Security Password

—Access Requires Security Passward
= Phone Book

¥ Lser Prafiles
I AutaPilat

¥ Security Optiors
™ User Interface

- Startup
v Load Carbon Copy befare the ‘Windows login prompt

oK I Cancel | Al | Help

tn07.bmp)

Click the Session tab and clear the following checkmarks.

Notice you had to enter the security password from the previous step.

Security Options

Global SEWDY‘I Connectionsl Loginsl Encr_l,lptionl

—Hozt Keyboard and Display
[ Dizable Keyboard and Mouse

[ Dizable Dizplay

- Session

" Enable Inactivity Timeout
Irastraty Timeout [mms]

" Enable Session Time Limit

Session Time ik mite]

(] I Cancel Al

Help

(ccoptn08.bmp)
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Remote Engineering and Operations

v | Step Action
4 | Click the Connections tab and set or clear the following checkmarks.
As setup here, a guest must be approved when he connects and outbound
calls are not allowed from the GUS Server.
Set the Number of Simultaneous Connections to 1.
Security Options
Globall Segzion | | Loginsl Encr_l,lptionl
r— Connections
[~ Matify On Connect
v Approve Connections
™ Require Callbacks
[ Reboot On Disconnect
[ Exit Carbon Copy On Disconhect
[ Logoff On Disconnect
[ Allow Dutbound Calls
r— Marimurm Cornection
MHumber of Simultanecus Connections ;1 H:
QK I Cancel | Aol | Help |
.bmp)
5 | Click the Logins tab and set or clear the following checkmarks.
Set the Use Native NT security radio button (a Honeywell recommendation).
Set Login Attempts Allowed to 3 and Login Timeout to 30 seconds.
Security Options
Globall Sessionl Connections  Logi Encr_l,lptionl
i~ ¥ Require Logins
™ Use Carbon Copy 32 security
1 Use Mative MT security
™ Logoff MT on Connect
Login Attempts Allowed =
Login Timeout [zecs) =
fimmun passyond [Enath reguired E 3:
" Enable Lockaut Security
Lockout sl systems after exceeding allovwed
nurnben of agin attempts
e Lockoubatfending|spstem after exceeding
allewed numbierafilEgin attempts |
(] I Cancel Al Help
(ccoptn10.bmp)
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v | Step Action

6 | Click the Encryption tab and set or clear the following checkmarks.

Honeywell recommends encryption. This prevents an intruder on a LAN,
Internet connection, or Phone Line from viewing or copying your data.

Security Options

Globall Sessionl Connectionsl Loging

¥ Bequire Data Encroption

‘ [ Use Manual Key

(] I Cancel | Al | Help |

(ccoptn11.bmp)

7 | Click the OK button to close the Security Options dialog box.

8 | You may encounter a Security dialog box that reads like this:
“You have set Carbon Copy to use native NT security. ... Exit and restart...”

If you do encounter it, click OK and restart your computer. After logging in
again, return to this page and continue with Setup Options>Remote Control.

Setup Options>Remote Control

1 | From the Options menu, select Remote Control.

Result: a dialog box appears (see next step).
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v | Step Action

2 | Click the Screen tab and set or clear the following checkmarks and radio
button. These settings make sure you start up Carbon Copy Remote Control
with a windowed view.

You will always have a Carbon Copy toolbar and menu on your windowed view
and the window is always on top of other windows on your screen.

If you switch to full-screen view, a floating Carbon Copy toolbar will be present.

Remote Control Dptions

Screen | Hat Keysl Desktop and Eachel Dos I Host I

— Startup Yiew

" Full Scresn
W Toobar

& windowed
¥ Toolbar
V| Menu
[T Shetch to Windaw
V' Always On Top

(0.4 I Cancel | Aoy | Help |

(ccoptn12.bmp)

3 | Click the Hot Keys tab. This selects the hot keys you can use to alter Carbon
Copy's window size and view. Keep these settings as shown.

Remote Control Options

Soreen  HotKeps | Degktop and Eachel Dos I Hiost I

—Haot Keys

Exit Remate Control

Full Screen View

[ &It + Right Shift + F |
Stretched Wiew

[ &It + Right Shift + 5 |
Wwindow Wiew

[ &1t + Right Shift + |

QK. I Cancel Ly Help

(ccoptn13.bmp)
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v | Step Action
4 | Skip setting the Desktop and Cache tab because we have not allowed the
Host to make outbound calls on the Security Options>Connections tab.
For that reason, these settings make sense only on the GUS Client.
Screenl Hot Keys Desktop and Cache | oos I Host I
en Saver on Host
Desktop on Host
=]
=
Defaults |
QK I Cancel | Sppli | Help |
(ccoptn14N.bmp)
5 | Click the DOS tab and use these default settings.
These settings tell Carbon Copy how to handle a DOS window.
Remote Control Dptions
Screenl Hot Keysl Desklop and Cache D03 IHost I
— Doz Screen Scanning
Text Scan Rate IE
¥ Synchionized
Graphics Scan Rate |5
[~ Synchionized
(0.4 I Cancel Aoy Help
(ccoptn15.bmp)
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Step

Action

Click the Host tab and clear the following checkmark.

NOTICE: THIS IS NOT THE WAY THE HOST TAB IS SET WHEN TAC IS
REALLY CALLING! WE HAVE CLEARED THE CHECKMARK HERE TO
ENABLE THE GUEST TO PERFORM THIS LAB EXERCISE.

You would check Ignore Guest Mouse and Keyboard if, for instance,
Honeywell TAC were the calling guest. In this way, TAC could offer
suggestions by using Carbon Copy’s “Chat” feature but COULD NOT make
any changes that might affect the customer’s display or process.

Remote Control Options

Screen' Hat Keys' Deskiop and Cachel pos  Host |

™ illgnore Guest Mouse and Keyboard

"Mouse and Kevboard

QK I Cancel | Ll | Help |

(ccoptn16.bmp)

7

Click the OK button to close the Remote Control Options dialog box.

Setup Options>File Transfer

1

From the Options menu, select File Transfer.

Result: a dialog box appears (see next step).
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Remote Engineering and Operations

Step

Action

Click the Transfer tab and set or clear the following checkmarks.

These settings allow the guest to transfer files to and from the host computer.
You would change these settings if, for instance, a host doesn't want files
copied by a guest.

File Transfer Options [ X]

Transfer | Includel Eonfilmationl Directary Hestrictionsl

— Copy & Synchronize Option

™ Cloge Dialog After Transfer
™ Disconnect After Tranzfer
v Include Subdirectories

¥ Enable Crash Recovery
™ Copy Existing Files Cnly
V¥ Use Compression

™ Copy Empty Directories

[~ Dverwrite Bead-Only Files
™ Copy Newer Files Only

IV allow Incoming File Transfers

v Allaw Outgoing File Transfers

oK I Cancel | Ay | Help |

(ccoptn17.bmp)

Click the Include tab and set or clear the following checkmarks.

You would change these settings if, for instance, a host doesn’'t want certain
types of files copied by the guest.

File Transfer Options [ X]

Transfer  Include |E0nfilmation| Directary Hestrictionsl
Mame

v ]

File Type

¥ Programs
¥V Documents

¥ Other Files

[~ Show Hidden/System Files

oK I Cancel Ay Help

(ccoptn18.bmp)
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v | Step Action

4 | Click the Confirmation tab and set the following checkmarks.

When checked, any attempt to delete, replace, copy, or synchronize files or
folders would require confirmation.

File Transfer Dptions B

Transferl Include  Confirmation | Directory Hestrictionsl

r— Confirm On

v Ealder Delete

v File Beplace
v Falder Copy

v Falder Synchronize

QK I Cancel | Spply | Help |

(ccoptn19.bmp)

5 | Click the Directory Restrictions tab and note the drives that can be used.
This picture will change depending on the number of drives on your computer.
As shown here, the guest will have access to all drives on this GUS.

File Transfer Dptions E

Transferl Includel Confirmation  Directory Restrictions |

Bestrict/Allow Accezs |

QK I Cancel | Apl | Help |

(ccoptn20.bmp)

6 | Click the OK button to close the File Transfer Options dialog box.
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v | Step

Action

Setup Options>Voice Chat

1 | From the Options menu, select Voice Chat. Result: a dialog box appears.
The Voice Chat option switches to “text” chat if sound hardware and software
(including microphones) aren'’t available on both computers.

2 | Click the Output tab and view the options. These settings will not affect the
Text Chat we will be using in this lab, but this is the tab to select if you want to
set up voice output.

Yoice Chat Options
Output | Input | General |
Output Wave Device
S
—SetYolume
Push the Play Sample button, 10 seconds of audio wil be played. As you
hear the sounds, slide the slider so that the sounds are played at a
comfartable level.
Play Sample
tdin. Yalume (LET
— '
Ok I Cancel | Lepply | Help |
(ccoptn21.bmp)
3 | Click the Input tab and view the options. These settings will not affect the Text

Chat we will be using in this lab, but this is the tab to select if you want to set

up voice input.

Yoice Chat Options
Output  Input |General|
Input Wave Device
-
—Set Input Lewvel
* |lse Automatic Setting Configure
 Use Manual Setting
Hin. Input Level Max
o I \
I /|
— Set Background Noise Suppression Level
i« |lse Automatic Seting LConfigure
= 1se Manual Setting
tdir. Background Noise Level ax.
I.........'.. |
Ok I Cancel Lepply Help
(ccoptn22.bmp)
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v | Step Action

4 | Click the General tab and view the options. These settings will not affect the
Text Chat we will be using in this lab, but this is the tab used to indicate “audio
request” when the guest wants to voice chat.

You can also disable audio or force half-duplex voice communication (which
uses less bandwidth because only one user can speak at a time).

Voice Chat Oplions [ x|

Elutputl Input  General |

Select the audio [.wav] file you would like played when

someone wishes to chat with you,
j Test |

User name. Used to display conference participants.

IGUS‘I

To dizable the uze of audio devices by Carbon Copy, check the
Dizable Audio checkbox below.

" Disable Audia

Ta force half-duplex for all stations participating in voice chat,
check the Force half-duplex checkbox below.

™ Force half-duplex

oK I Cancel I Ll I Help |

bmp)

5 | Click the OK button to close the Voice Chat Options dialog box.

Setup Options>Remote Printing and Options>Scheduler

1 | From the Options menu, select Remote Printing and view the options. In this
lab, we will not be printing remotely.

Remote Printing Options

Frinter Selection |

— Select the printer attached ta this PC

& remate print job started from another PC will be
printed to thiz printer an this PC.

Printer Setup... Add Mew Printer...

(] I Cancel [ Help

(ccoptn26.bmp)
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v | Step Action

2 | Click the Cancel button to close the Printing Options dialog box.

3 | Skip the Scheduler option because Honeywell does not recommend using it
and does not support it.

4 | Click on the Carbon Copy Tray Icon and select Hide User Interface.

Hide Uszer Interface
Exit Carbon Copy 1:03 P

Result: Carbon Copy closes its resources and simply waits for a call.

CAUTION: If you close or Exit Carbon Copy, it will SHUTDOWN its service
so only an Administrator can restart it.
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Configure a GUS Client

In this exercise, you will configure your APP Node as a Remote Client. A Honeywell TAC
expert (called a Guest on a distant computer) would normally use a computer installed like
this to call a customer’s GUS Server (the Host's computer).

Notice: Please note the APP Node isn’t normally used as a GUS Client. We are loading this
Carbon Copy 32 software this way so we can use your APP Node as a client just for this lab.

Install Carbon Copy 32 Full Featured Software

To simplify this lab, we will connect using the LAN currently connected between your GUS
Server (the GUS Workstation) and your GUS Client (the APP Node).

Carbon Copy 32 software (the Host version) was installed automatically when Base GUS
software was installed on the GUS Server (the GUS workstation). We must now install the
Carbon Copy 32 Full Featured software which will act as a GUS Client.

v | Step Action

Install Carbon Copy 32 Full Featured Software

1 | Logon to your APP node as Domain Administrator.

2

Look in the task bar tray (right hand side of the task bar) for the c€ icon. Ifitis
not there, go on to the next step. If it is there, click on the € icon and select
Exit Carbon Copy. The c€ icon should disappear from the tray.

3 | Insert the TPS Sys Software CD-ROM.

4 | Select TPS System.

5 | When the Welcome dialog displays, read the details and if you agree select
the Next button.

6 | Accept the software license agreement terms by selecting the Next button.

The User Information dialog is displayed.

7 | Read the Third-Party Software Compatibility Policy and select the Next button.

8 | If this dialog has been used before, the information will be filled in. If not, enter
the Name, Company, License No., and Authorization No. information from
your partition sheet and then select the Next button.

9 | When the License No. and Authorization No. have been validated, the
Package Selection dialog displays with a list of the available licensed
packages. Select the following package:

Carbon Copy

10 | Click the Install Package button.

01/23/01 TPS System Network |mplementation & Administration — 5736014L .05 23 of 42
Honeywell Inc.



Remote Engineering and Operations

v | Step Action

11 | On this dialog, do the following:
Select the Carbon Copy 32 Full Package.

When these options are selected, click the OK button.

12 | On the Carbon Copy 32 dialog, enter the following:
Name: Honeywell User
User: Honeywell IAC

then click the OK button.

13 | When asked to view the README.TXT file, click the No button.

14 | On the Carbon Copy 32 dialog, check the directory path. It should be:
C:\Program Files\Carbon Copy 32

Correct the path if wrong. If the path is correct, click the OK button.

15 | On the Carbon Copy 32 dialog under Installation Options, check the
Carbon Copy 32 option, then click the OK button.

Note: You might also want the Online User’s Guide at your plant but it isn’'t
required here. If you choose the guide, you must have Adobe Acrobat
Reader installed to read and to print it.

16 | If a setup dialog box asks if you want to replace an old Carbon Copy 32
Configuration file with the defaults, select Yes.

17 | If a setup dialog box asks if you want to replace an old Carbon Copy 32
Security file with the defaults, select Yes.

18 | Now a progress bar runs indicating that the Carbon Copy 32 files are loading.
If the installation is successful, two dialog boxes appear:

An Instructions dialog reports “Setup is now complete.”
A Setup dialog reports that “you must restart your computer.”

Click the Yes button to restart the computer.

19 | Remove the CD-ROM immediately after the previous step.

20 | Wait a minute or two for the computer to restart.
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Connecting Carbon Copy 32 to a GUS Workstation

In this exercise, you will be a guest on your APP Node computer (the GUS Client) connecting
to and operating your GUS workstation (the GUS Server) while using the functions of Carbon
Copy 32.

v | Step Action

1 | Logon to your APP node as Domain Administrator.

2 :
If the Tray icon € r02Pu is present in the lower right corner, start Carbon

Copy from it.

If not present, use the Start>Programs>Carbon Copy32>Carbon Copy 32
menu to start Carbon Copy.

Result: The Carbon Copy control window opens.

42 Carbon Copy 32 [_ (O]
File Edit “iew Connection: Uhlitiez Options  Help
€ =
Call Wait for call Bmuuse Scheduler Clipbsrd
2] =
E’ wrrs
i |[2e LB
FT Crpitionz Large Stmall
Create Mew
Connection
Phone Buukl User Pruiilesl Statusl
Ready 1247 P 2

{ccnew00.bmp)

Create a New Connection (from the “guest’s” APP Node to the “host’s” GUS)

1 | Make sure the Phone Book tab is selected.

2 | Double-click the Create New Connection icon.

Result: The Create New Connection dialog box opens.
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v | Step Action

3 Create Hew Connection

WWhat type of connection would you like to create?

Connection type

{* ‘Connect using Carbon Copy

{~ Connect using Dial-Up Networking

Carbon Copy connections are used to remote control
other computers,

Dial-Up Metworking connections are uzed to establish
remate network nodes.

< Bach I MHest > I Cancel | Help |

(ccnew01.bmp)

Make sure the Connect using Carbon Copy radio button is selected.
Click the Next button.

Result: Another Create New Connection dialog box opens.

4 Create Hew Connection

Tupe a name for the computer pou are caling:
|GUS1

Connect uging:

@P TCEPAP Metwork. =
&

Install Modem... Configure. .. |

[T Wee Dl p HEbwerking

< Bacl I Hewt » I Cancel | Help |

bmp)

From your partition sheet, enter the GUS computer name under “Type...” In
this example, the host's computer name is GUS1. This name is simply
something you can use to identify the host's computer; it doesn’t have to be
the computer name but, it should be relatively short because it will be used to
label the icon in the Phone Book dialog page.

Under “Connect using:” choose TCP/IP Network. You won't be using a
modem.

Click the Next button.

Result: The next Create New Connection dialog box opens.
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v | Step Action
5 Create Mew Connection
Type the warkstation information for the computer you
want to call.
Workstation Mame or Metwark Address:
[123123123123 =
[ Use the Intermet
Irternet Losaton Senver
| 2
< Back I Hewt » I Cancel | Help |
(ccnew03.bmp)
From your partition sheet, determine the GUS’s IP Address and enter it under
“Workstation...” In this example, 123.123.123.123 is the IP Address (it has four
fields separated by periods; each field contains one to three digits).
Under “Use the Internet” make sure the checkmark is unchecked.
Click the Next button. Result: The next Create New Connection dialog box
opens.
6 Create Hew Connection
Type the login information for the computer you want to
— Login information
Login Mame:
Itac
Login Passward:
LConfirm Password;
I xxxxx >1
< Back I Hewt » I Cancel | Help |
(cctac_lon.bmp)
From page 3, Step 9 of Setup the GUS Server (Host’'s) Windows NT
Configuration, copy the Login Name (tac) and Login Password (TAC
Password) you chose and enter them in the appropriate boxes.
In this example, the Login Name is tac and the password is six characters (the
password is entered twice to help prevent entry errors).
Click the Next button. Result: The next Create New Connection dialog box
opens.
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v | Step Action

7 Create Hew Connection

Fleasze select the utilities which should be started when a
connection iz establizhed.

— Start upon Connection

[ File Transfer

™ “oice Chat
™ Remote Clipboard

™ Femate Brinting

< Back I Hewt » I Cancel | Help |

(ccnewos.bmp)

This dialog box determines the Carbon Copy functions that start when the
connection is first established.

Make sure only Remote Control is checked. By doing this, when Carbon
Copy starts, you will see a window with only the host’s computer screen on it.

Click the Next button. Result: The next Create New Connection dialog box
opens.

8 Create Hew Connection

You have succeszfully created a new Carbon Copy
connection called:

G157

Click Finizh to zawve it in your Phone Book, tab.
Double-click it ta connect.

To edit thiz connection later, click. it, click the File menu
and then click Properties.

[ Establish Carbon Copy session now.

¢Back [ Fish |  Caneel | Hep |
3

:_gus1.bmp)

This dialog box confirms that Carbon Copy has found the host's computer and
has put the information in your Phone Book.

Do not check the Establish Carbon Copy session... at this time. This is
useful if you want the session to start as soon as you finish this setup.

Click the Finish button.

Result: The Carbon Copy control window opens.
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v | Step Action

Make Sure the GUS is Waiting for Your Call

1 | When we setup the GUS Server in this lab, we hid the Carbon Copy 32
interface and left it in the “Wait for Call” mode. Under these conditions, you will
not have to do anything when making the call (below) as a guest. The GUS
Server should jump into action and inform the host of your call as soon as you
connect. However, sometimes the network will take a long time making the first
connection. Please give the computers a minute or so to get connected.

In some situations, you (the guest) would either make a phone call or send e-
mail establishing a time when you and the host would make this connection.

If you were not nearby (like a Honeywell TAC guest), you would also obtain the
host’'s Network Address, Login Name, and Login Password during this call.

2 | While talking to the host, make sure .. Carbon Copy 32 - Waiting for Call
he/she opens the Carbon Copy 32 =
window and clicks (depresses) the

Eile Edit “iew Connections Utliies O

“Wait for call” button or that Carbon .
Copy 32 has been minimized and is i C@
waiting for a call as we did. izl Scheduler

Making the Call

1 4o Carbon Copy 32 =]

File Edit Yiew Connections tiliiez Options  Help
L a4 = —~
®| 27 cam| ® |5 R
Tirarizier (fat Brift: Gipbard

Call Wait forcall | Browse | Scheduler Cun{-r;I

i =P g m a-
TE | Fag ||| B = s
Security | RC Oplions | FT Cplions Large Simall
Create Mew
Connection

Phone Book | User Profiles | Status |

Feady 1247 PM 2

(cc_call.bmp)

Now, double-click on the calling party’s icon (shown here as GUS1) in the
Phone Book.

Result: The Carbon Copy Connection dialog box opens.
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Step

Action

Carbon Copy Connection [LAN] E |

2 GUST

— Login Information

Uzer name Itau:

Pazsword:

Ixxxxxx

— Connection Information

Wiorkztation name or
i i | 123122123123

Cancel |

The User Name and Password that were given to you by the host is displayed
on the Carbon Copy Connection dialog. If this were not a new connection, you
would have to enter the name and password to prove who you are.

(cc_conct.bmp)

Make sure the Network Address shown is correct, then click Connect.

Carbon Copy sends a message to the host stating that “tac” requests access.
If access is denied, you are informed.

If the connection is approved, the Carbon Copy splash screen is displayed,
followed by a window showing your host’'s computer screen.
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Operating Carbon Copy 32 Software

Using the GUS Server with Carbon Copy 32 from the GUS Client

This brief exercise introduces you to the operation of Carbon Copy 32. You will experiment
with the four main functions of Carbon Copy 32 and will learn how to “hang up” your call.

Viewing the Remote Computer Screen

This illustration is similar to the screen view you have of the host’'s computer screen.

EAC?DLJ - Remote Control
Fle Wiew Help

T
“EI_I - il MativeWwindow - Board 0 1:02:54pm BMEE M=) B
NP_GLIS

File Wiew plams Displaps Contiol History  Engineering  Access  Help

04 Feb 99 13:02:54 1

 BEL SETUP REARCTOR WALVES 24

DIs
241 FYLZ1241 FYL22241 DV A a1 SETDIZAL
AGITATOR
A FEED B FEED ORAIN MOTOR
16.@
16.@ cLos 5 CLOSED
26.7 CLOSED CLOS CLOSED

A5 MAN MAN MAN
STEAM TEMP. CONTROL

{ D] ok si Jadcimps] RiUf ENG {OvRY LEDs1 |
hstart|[EE N ativeWindow - Bo... CL o T

iﬂSIaIll {5, Carbon Copy 32 I “Fullshut 97 II@AC_DL_1 - Remote C... i@ 1:02 PM

(ccfulwin2.bmp)

In this example, we know it is the host's screen because he renamed his Notepad icon to
NP_GUS1 and he had his Native Window open.

Notice you and the host both have control over the screen. Also notice there is a delay (called
“lag time”) between mouse movement and display of the cursor. We don’t recommend that
both host and guest use the mouse and keyboard at the same time. If your activity requires
that you both use the controls, try “time sharing” their use to minimize human-interface and
computer resource problems.

Also notice there may be color differences between the GUS Server screen and the screen
displayed by Carbon Copy in the window on your screen. This is because only 256 colors are
used by Carbon Copy.
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Carbon Copy 32 Tools

Notice the six tools in the upper left corner of the window displayed by Carbon Copy. They
are described in the table below.

Tool Description Hot-Key Combination
Exit Remote Control ALT+Right Shift
Full Screen View (when in this view, a detached ALT+Right Shift+F
toolbar consisting of these tools will be displayed)

Windowed View ALT+Right Shift+W

B Stretch to Window ALT+Right Shift+S

_!I Send CTRL+ALT+DEL to Host

Display Remote Control Options Property Page

Practice: Use the various screen and window views (Full Screen, Windowed, and Stretch) to

see how they affect your display. Also try the corresponding Hot Key combinations if you

wish. FOR OBVIOUS REASONS, DON'T TRY THE OTHER THREE CONTROLS.
Drawing and Saving a PCT File on the Remote Computer

Practice this exercise.

v | Step Action

1 | First, at the GUS, display the Native Window and ensure it is loaded. If it is
not, load it.

2 | On your Remote Control window of the host's screen, open GUS Display
Builder and draw a simple object.

Notice you can do anything on the remote computer you could do on the GUS
locally. You could even add scripting and run the display if you wished.

Also notice the “lag time” between moving your mouse and the object following
it. This is normal because Carbon Copy must send the necessary information
across the link and reconstruct the screen at the other end. Actually, the lag
time is very short here because you are using a high-speed LAN. If you were
using a modem, the lag time would be MUCH greater.

3 | Save the object on the host's computer. For example, save it as
My Rectangle.PCT and be sure you remember the pathname to the file.

By default, the pathname is C:\Program Files\Honeywell\Tps\Gus\.

4 | After you have saved the file, close the Gus Display Builder, then minimize the
Remote Control window so you can see the Carbon Copy control window
behind it.
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Using Other Functions from the Client

If you have the proper privileges, you can
» view and/or physically control the remote computer,
» copy files (using FTP) to and from the remote computer,
» “chat” (by talking or typing) with the remote computer user, and
* use the clipboard on the remote computer.

In the exercises to follow, you will copy a file from the remote computer to your computer and
exchange messages with the host using the chat function. Finally you will “hang up” the
connection to save computer resources.

FTP-ing your PCT File from the Host's Computer to Your Computer

“FTP” stands for “File Transfer Protocol.” It represents the “rules” for transferring large files
between computers over a WAN or LAN.

Before you start this procedure, make sure you have a folder on your computer where you
can save a file. You may either use your “Student” folder or create a folder named “My Junk”
as we did in the example.

v | Step Action

1 | Make sure your Remote Computer window has been minimized so you can
use the Carbon Copy control window in the following steps.

2 | Make sure the Carbon Copy control window is at the tab named for your
connection. In the example in the following step, that tab is GUSL1.
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v | Step Action
3 20 Carbon Copy 32 Hi=] E3
File Edit “iew Connections Utlies DOptions Help
7 = s
2 | 2 A
Hargup | Wait forcall | Browse Scheduler Cortrol Tranzfer Chat Print Clipkoard
| [ E ) . =%
G| 98 | 5| e ‘B | BRI :
Camens Security | RC Oplions | FT Oplions List Details E:xit
= =)
dEI H | HY|
3 + s o
File Tranzfer Remate Remote Remate Yoice Chat
Clipboard Cantr... Printitg
Phone Book | User Prufilesl Statusl GUS1 |
Ready a53aM 2
Notice the five icons in the control window. The third icon represents Remote
Control, the function you have been using to view and use the remote
computer screen.
4 | Double-click on File Transfer. Result: Carbon Copy'’s File Transfer window
opens.
In addition to Remote Control, you have now opened a second Carbon Copy
function called “File Transfer.”
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v | Step Action

5 fm GUST1 - File Tranzfer [_ O] x|
Fil= Edit “iew Help

B

S

x|

Contents of ‘My Junk'

EQ L 1| Mame | Sizel Tupe | todified | .l’-‘n.ttributesl
! --tl Execsaft
{7 FTP_Fulder b

e iu"

* | | Contents of 'Gus’

21| Hame | Sizel Tupe | Modified &«
; @msvchD.dll B4KB  Applicati...  30M3 ..
-~ ClappSe || y Rectangle. et TIKE PCTFile  2/87991.
B3 Database | |lg) ooy meg.d BKB Applicati.. 9/15/98.—
E-00 Emlators. 18] cleproaz di FAKE Applicati.  3/10/98 .
{27 filesfer '—]
Pl = I K | y
1 Filelz] zelected |11KB [Dizk free space:; 722MB) | A

(ccftpGUS1.bmp)

The File Transfer window looks something like this. The top windows represent
the guest’s computer. The bottom windows represent the host’s computer you
are viewing.

Select the PCT file you saved on the host’'s computer
(example: My Rectangle.PCT)

6 | Click and hold onto the file icon shown in the window representing the host’s
computer and drag your cursor up to your computer’s folder where you want to
save it

(example: My Junk folder).

Release your mouse button when the cursor is positioned over the folder
representing your computer.

Result: A Copy dialog box appears.
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v | Step Action
-
From Remote Folder To Local Folder
lE:\H anewelGusibin IE:'\My Junk
Current File File Size Bytez Sent Backgrnundl
| | | Cancel |

Copy List File= Remaining Filez Complete

D C:A\HonewweliGushbhintky Rectang I 1 I 1] Help |

Tranzfer Time Throughput [CPS]

Percent of Current File Complete

Percent of All Files Complete
a |

Eemoye franm Copy st |

(ccother3.bmp)

Check the entries to make sure you are transferring the correct file, then click
the Copy button. Result: The Copy dialog box changes.

5 |

From Remote Folder To Local Folder
|C:4Honeypwel\Gushbin IEZ"-MH Junk [Eopy I
Current File File Size Bytez Sent Backgrnundl
||‘-r1_l,l Fectangle.pct | | 11,254' | 11,254'
Cloze

Copy List File= Remaining Filez Complete

I 0 I 1 Help |

Tranzfer Time Throughput [CPS]

I 0000 I 11.264

Percent of Current File Complete

ENREEENENRNNENNNNNER
Percent of All Files Complete

Eemoye franm Copy st |

{ccotherd.bmp)

The Copy function now “downloads” the file, displaying a set of progress bars
as it works. When finished, it informs you by showing the number of “Files
Complete” and the progress bars fully extended.

Notice you can FTP (move) more than one file at a time. The “Percent of All
Files Complete” progress bar informs you when all files are downloaded.

NOTE: If you get “Access Denied”, check to see if the file you're transferring is
still open in the display builder.
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v | Step Action
9 | When all FTP tasks are completed, click the Close button.
Result: The Copy dialog box closes, leaving the File Transfer window opened.
10 | When you have finished copying files, close the File Transfer window.

Notice: You should know that you can upload files in the same way as you downloaded them
here—just reverse the process in Steps 5 and 6 so the files move from your computer to the
host’'s computer.

“Chatting” with the Host on the Remote Computer

You can setup a “chat” so that you and the remote user can converse. The chat can be either
by voice (simultaneously occurring with the remote screen display) or by text (using less

bandwidth). Since some PCs may not be sound-capable, we show you the “text chat” method
here.

v

Step

Action

1

Make sure your Carbon Copy control window is set at the tab named for your
connection. In this example, that tab is GUSL.

32 Carbon Copy 32 M[=] E3

File Edit “iew Connections Utlities Options  Help
- 2 =
B 2] e Bl
Tranzfer Chat Print Clipkoand

Hangup | Waitforcall | Browse | Scheduler Cnni-r.o'l

| 96 | M| et ’@% P
Large

Comms Secutity | RiC Oplions | FT Options Srmall

« Of %

File: Transfer Remote Remote Woice Chat
Clipboard Contral

Phone Buukl User Profiles | Status | GUS]l

Ready T25PM

_GUSLbmp)

Double-click on Voice Chat. Voice Chat

Result: This Voice Chat dialog “whaiting o join GLUS1's confersnce.
box opens. While this Voice

Chat dialog box is displayed,
Carbon Copy will tell the host
that you want to join the chat. oo )

If the host wishes to ignore the request, you will have to click the Cancel
button and terminate the chat attempt now.

We assume the host types a greeting, so continue.
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v | Step Action
4 %+ Carbon Copy Yoice Chat
File Options
v ® || @
_ ™ Mute _ ™ Mute
Speaker Not Found Microphone Not Present

[AC_DL 1] - Hi, I'm just across the aisle!

! |

Yeah, So Whatll ]

{ccother7.bmp)

When the connection is made, Carbon Copy checks to see if microphones and
speakers are present. If they aren't, the “text chat” mode is invoked.

When the host types a response followed by Enter, the Carbon Copy Voice
Chat dialog box opens in a separate window from the remote screen (as
shown here) and displays his/her message, “Hi, I'm just across the aisle!”

You type your response in the white space at the bottom of that window,
“Yeah, So What!!!” and press Enter.

The conversation continues with each user typing a line at a time and pressing
Enter. All communication is displayed for both parties to see.

5 | When the conversation is finished, one user should close the Voice Chat
window.

At that time, Carbon Copy will also close the Voice Chat window on the other
computer.
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Using your Clipboard with the Remote Computer

As a guest on a remote computer, you can “share” the remote computer’s clipboard with the
clipboard on your computer. Here is an exercise to try.

v | Step Action
1 | Make sure the Carbon Copy control window is at the tab named for your
connection. In the example in the following step, that tab is GUSL1.
2 - —a - e | EBEE
Comms Security |RC Opﬁunsl FT Cplions Lange oian | List Detailz Exit I
@ (%
o
File Transfer Remaote Yoice Chat
Contr...
Phone Book | User Prnfilesl Statusl GUS1
Ready 10:37 &M 2
(ccnotep3.bmp)
Double-click on the Remote Clipboard icon.
Result: The text “(Active)” is added to the Remote Clipboard icon.
3 | Atthe GUS, open Notepad and enter a line of text.
4 | Highlight the line of text you just typed and select Edit=>Copy.
Result: Carbon Copy may present a dialog box asking if you want to share
clipboards.
5 | If it appears, click Yes to the dialog box. Otherwise, continue to the next step.
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v | Step Action

6 | Now, open Notepad on the APP Node and use Notepad’s Edit>Paste
command.

Result: The text you entered on the remote computer’s Notepad and copied to
the Remote Clipboard is placed into a Notepad document on your computer.

Bl Untitled - Notepad

File Edt Search Help
Forescore and Seven Years...

E GUS1 - Remote Control

File “iew Help

Bl Untitled - Notepad

File Edit Search Help

(ccnotep4.bmp)

7 | Minimize the remote control window then, while viewing the Carbon Copy
control window, double click the Remote Clipboard icon to deselect and

close it.
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A Final Word about Remote Engineering and Operations Operation

It's very easy to leave one or more of the four functions of Carbon Copy open indefinitely by
minimizing Carbon Copy’s control window.

This is somewhat similar to not hanging up a phone after you are through with it. By doing so,
you are depleting some of the resources of your computer and the remote computer to which
it is attached.

Here is the suggested way to make sure all functions “hang up” yet Carbon Copy is still active
to connect again, if needed.

v | Step Action

1 | With the Carbon Copy control window at the tab named for your connection,
click on the Hangup icon in the upper left corner.

Result: a dialog box asks, “Are you sure you want to disconnect...?”

4a Carbon Copy 32 =

Fil= Edit “iew Connections Utlites Optionz Help

<t o
LE ER
] e abaill Carbon Copy 32 |
izconnect the selected item R

? M= TR ]
4 Carbon Copy 32 Are you sure pou want bo disconnect
? e

A File Edit “iew Connection

call Wit for call

7 |98

Camms Security

g |
=
LB

Phor | |Create New

Connection

(ccfi

2 | Click the Yes button.

Result: In a short time, the tab named for your connection will disappear and
an icon representing that connection will show on the Phone Book tab. Also
notice the Hangup icon has changed to a Call icon with the phone shown
back on-hook.

3 | Now, minimize or close the Carbon Copy control window. It is now inactive, but
it can wait for another connection from your partner or another Carbon Copy
site.
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Update the Emergency Repair Disk (ERD) for the App

v | Step Action

1 At the App node, logon as the domain Administrator.

2 Select Start = Run.

3 Enter rdisk /s and press Enter.

A Saving Configuration progress bar will appear, then a creation verification
message will appear.

4 Click the Yes button to verify.

A floppy insertion message will appear.

5 Insert the existing ERD into the A drive.

6 Click the OK button.

A Formatting Disk progress bar will appear as the ERD format is taking
place.

A Copying Configuration Files progress bar will appear as the configuration
files are being copied to the ERD.

A security precaution message will appear.

7 Click the OK button.

8 Remove the diskette from the drive and label it follows:
NT ERD — XXXXX

Where XXXXX is the name of your computer.

ﬂ ATTENTION: The diskette may only be used to recover NT on the
node which was used to create the ERD diskette.

9 Store the NT ERD in a secure location where it can be retrieved if
necessary.
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